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AUDIT OF THE DEPARTMENT OF JUSTICE’S
HANDLING OF SEX OFFENDERS
IN THE FEDERAL WITNESS SECURITY PROGRAM

EXECUTIVE SUMMARY*

In October 2011, the Department of Justice Office of the Inspector
General (OIG) initiated an audit of the United States Marshal Service's (USMS)
management of the Witness Security (WITSEC) Program. In May 2013, the
Department of Justice (Department) Office of the Inspector General (OIG) issued a
report examining the Department’s handling of known or suspected terrorists in the
Federal Witness Security (WITSEC) Program.! During that review, we identified sex
offenders as another group of high-risk WITSEC Program participants (Program
participants).? Therefore, we conducted this audit to evaluate the Department's:
(1) admission and vetting of sex offenders into the WITSEC Program; (2) handling,
tracking, and monitoring of sex offenders who were Program participants; and
(3) procedures for notifying states, local municipalities, and other law enforcement
agencies regarding the relocation of sex offenders.?

As of September 2014, the WITSEC Program (Program) has protected more
than 8,648 witnesses and 9,967 of their dependants admitted into the Program
since its inception in the early 1970's. In July 2013, at the onset of this portion of
the WiTSec audit, the Department did not definitively know the number of sex
offenders in the Program. As of July 2014, the Department had identified a total of
58 individuals who, at one point, were in the USMS WITSEC Program and are
* sex offenders, including: (1) 10 individuals who were
convicted of sex offenses prior to admittance, (2) 10 individuals who were

convicted of a sex offense while in the Program, and (3) 38 individuals who were

* The full version of this report contains information that the Department of Justice
considered to be law enforcement sensitive, and therefore could not be publicly released. To create
this public version of the report, the Office of the Inspector General redacted (blacked out) portions of
the full report.

! U.S. Department of Justice Office of the Inspector General, Interim Report on the
Department’s Handling of Known or Suspected Terrorists Admitted into the Federal Witness Security
Program, Report 13-23 (May 2013).

2 The Sex Offender Registration and Notification Act (SORNA) guidelines define a sex offender
as "a person who was ‘convicted’ of a sex offense.” SORNA establishes a national baseline for sex
offender registration and notification programs, and generally constitutes a set of minimum national
standards. SORNA does not limit a jurisdiction’s discretion to adopt more extensive or additional
registration and notification requirements.

3 Qur report is not intended to, and does not, assess the overall value or the processes that
precede the admittance of convicted sex offenders into the Program, including the value of their
testimony or cooperation.



convicted of a sex offense after being terminated from the Program.* Program
officials further stated in July 2014 that there are no longer any active Program
participants

The Department advised us that 38 of these 58 terminated Program
erticinants are , and *
that the other 20 terminated Program participants are“

b

ecause thei are either im:arceratedi der:er:asedI or have been deported;

We identified several significant concerns related to the Department’s
handling of known sex offenders who were once in the Program. Ten of the 58 sex
offenders formerly in the Program were convicted sex offenders at the time of their
admission into the Program.® Each of these individuals was convicted of a sex
offense, such as rape or sexual assault of children.® Four of these 10 individuals
received registration waivers at the time of their admission into the Program,
N - i ot
any Instances where a sex offender, who had been granted a waiver of sex offender
registration, was convicted of a new sex offense while in the Program. However,
we believe that the Department generally did not utilize safeguards to protect and

notify the public and law enforcement about the risk these individuals posed during
the time period the waivers were in place.’

In addition, the Department informed us that individuals who were convicted
of sex-related crimes in the state of conviction or state of
relocation have also been admitted into the Program. However, in May 2014, an
official from the Criminal Division’s Office of Enforcement Operations (OEQ), which

* Individuals can terminate from the WITSEC Program voluntarily or may be terminated for
cause. Throughout this report, we refer to active Program Particlpants as Program participants and
refer to Program participants who have left the Program as “terminated.”

The Department stated that none of these individuals, including the 38 indlviduals convicted of
sex offenses after termination from the Program, were admitted into the Program based on a sex
offense conviction.

5 In Novemnber 2014, the Department stated that it should be noted that 4 of these 10
Individuals were convicted of offenses prior to there being any legal requirement to register
(admissions were In 1961, 1967, 1968, and 1975) and prior to the passage of federal law that granted
the Attorney General the authority to waive registration. In another instance, there was no legal
requirement to register at the time of the offense or at the time of Program authorization. As of

October 2014, artmeant officials advised us that all 58 identified Individuals had been informed of
the , &s appropriate.

® One of the 10 individuals was convicted of more than one sex offense prior to entering the
WITSEC Program.

7 The Department stated law enforcement notification was made for one of the four
individuals who recelved a waiver. The other individual was terminated from the Program prior to the
Department belng notified that the individual had a requirement to register as a sex offender.
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authorizes the admission of individuals into the WITSEC Program, was unable to
provide us with the number of active Program participants who met this description.
Then, in August 2014, the USMS informed us that at least four Program participants
in good standing received a new name and had a sex offense *
8 Given the nature of the WITSEC Program, we
believe that individuals convicted of sex-related crimes IIIIENEGgGgGEGEG
pose risks that the Department needs to take into account and address.
We believe that the Program must have strong policies in place to mitigate the
public safety risk to vulnerable populations, such as children, posed by convicted
sex offenders.

Through the course of our audit, we also learned about the anticipated
release of four sex offenders from the Federal Bureau of Prisons (BOP) WITSEC
Program by September 2018.% Upon release from prison, these individuals will be
eligible for sponsorship into the WITSEC Program which may include relocation
services and a new identity. Prior to late July 2014, neither OEO nor the USMS had
finalized protocols in place for sex offenders admitted into the WITSEC Program and
we recommended that each of them do so. OEO finalized a policy addressing this
recommendation in [ate July 2014 and the USMS finalized their protocol in
September 2014.

We believe the Department has not taken sufficient steps to mitigate the
threat posed by Program participants, including sex offenders, who commit crimes
after being terminated from the Program. For example, prior to late July 2014, the
Department did not have a finalized policy for ensurin

assists law enforcement officers

in protecting the public and performing their official duties more safely by providing
them with the information they need ﬁ
Because Program participants receive a new, government-provided identity upon

entry to the Program, but are not monitored once they voluntarily or involuntaril
terminate from the Program, we believe it is imperative that

USMS Program personnel informed us that a total of 11,257 individuals have
received a legal name change and subsequently left the Program.!® We were also
informed that almost of these terminated Program participants -
- did not have
. While we recognize that not all of these terminate

rogram

& In good standing Program participants Include funded individuals as well as those who are
considered financlally self-sufficient but still provided with securlty assistance.

* This audit does not assess the BOP's handling of Program participants who are convicted sex
offenders and incarcerated.

10 ysMS officlals Informed us that these individuals have left the Program due to death,
deportation, voluntary termination, or Involuntary termination.



participants may have criminal histories, any one of these terminated Program
participants with prior criminal convictions can elude the monitoring of law
enforcement personnel if they so desire because they are no longer bein

monitored by WITSEC Program personnel and

erefore, we believe
that the Department needs to consider whether its policies regarding”
I - i Ve beleve
it is particularly important that all sex offenders who are terminated from the

. In the absence o

We make two recommendations to the Department to ensure that there are
appropriate controls regarding Program participants who were convicted of sex
offenses and that information is available to law enforcement on sex offenders and
other Program participants with criminal histories who are no longer in the WITSEC

Program.
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AUDIT OF THE DEPARTMENT OF JUSTICE'S
HANDLING OF SEX OFFENDERS
IN THE FEDERAL WITNESS SECURITY PROGRAM*

In October 2011, the Department of Justice Office of the Inspector
General (OIG) initiated an audit of the United States Marshal Service’s {USMS)
management of the Witness Security (WITSEC) Program. In May 2013, the OIG
issued a report pertaining to the Department’s management of known or suspected
terrorists in the WITSEC Program.’ In 2012, during the course of that review, we

identified another group of high-risk USMS WITSEC Program participants (Program
iarticiiantsi, namelit individuals convicted of sex offenses

.2 The objectives of this audit were to evaluate the
Department’s: (1) admission and vetting of sex offenders into the USMS WITSEC
Program; {2) handling, tracking, and monitoring of sex offenders who were
admitted into the USMS WITSEC Program; and (3) procedures for notifying states,
local municipalities, and other iaw enforcement agencies regarding the relocation of
sex offenders.’

* The full version of this report contains information that the Department of Justice
considered to be law enforcement sensitive, and therefore could not be publicly released. To create
this public version of the report, the Office of the Inspector General redacted (blacked out) portions of
the full report.

! See the OIG's report titled Interim Report on the Department’s Handling of Known or
Suspected Terrorists Admitted into the Federal Witness Security Program, US DOJ-0IG, Report 13-23,
May 2013. See also: http://www.justice.gov/oig/reports/2013/a1323 pdf.

2 The Sex Offender Registration and Notification Act {(SORNA) guidelines define a sex offender
broadly, as “a person who was ‘convicted’ of a sex offense.” SORNA establishes a national baseline for
sex offender registration and notification programs and generally constitutes a set of minimum
national standards. SORNA is not intended to preclude or limit jurisdictions’ discretion to adopt more
extensive or additional registration and notification requirements. Therefore, states ultimately
establish the criteria, beyond these minimum standards, which must be met for an individual to be
designated as a sex offender required to register. Federal law required the Attorney General to
establish a national database by which the FBI could track certain offenders, the National Sex Offender
Registry (NSOR), and directed states to participate in NSOR.

In 2012, after the 2011 Audit was Initiated, the Department developed a definition for “sex
offender” in order to identify sex offenders in the WITSEC Program. This definition provides that, for
WITSEC Program purposes, a sex offender is an individual who was authorized for relocation and
name change services who, prior to [Program] authorization, was convicted of a sex offense for which
the individual ." Throughout this report, we refer to this group
of individuals as " There may be Program participants
who meet a state definition of sex offender but not the definition designated by the Department for
Program purposes.

3 Our report is not intended to, nor does it, assess the overall value or the processes that
precede the admittance of convicted sex offenders into the Program, including the value of their
testimony or cooperation.



Background Information

The Federal WITSEC Program was authorized by the Organized Crime Control
Act of 1970 and amended by the Comprehensive Crime Control Act of 1984. The
Program is administered through three U.S. Department of Justice agencies:
(1) the Criminal Division’s Office of Enforcement Operations (OEQ); (2) the USMS;
and (3) the Federal Bureau of Prisons (BOP). OEO oversees the WITSEC
Program (Program) by authorizing the admission of both incarcerated and non-
incarcerated witnesses into the Program and, if necessary, terminating them from
the Program. The USMS is responsible for relocating non-incarcerated witnesses
and authorized dependants of that witness from danger areas so they may start a
new life in a safe relocation area.” The BOP protects incarcerated Program
participants as they serve their respective sentences, while the USMS protects
incarcerated Program participants during travel for trial preparation and testimony.
The focus of this audit is on OEO’s and the USMS’s administration of the USMS
portion of the Program and does not review the BOP’s handling of Program
participants who are sex offenders and incarcerated.

As of September 2014, the Program has protected more than
8,648 witnesses and 9,967 of their family members admitted into the Program
since its inception in the early 1970's. The makeup of Program participants has
evolved over the years. While witnesses connected to the mafia and their criminal
activities dominated the Program profile in its early years, the USMS has, in recent
years, admitted an increasing number of witnesses associated with other types of
organized crime cases, including some involved in violent gangs and terrorism.

During this review, we found that some of these Program participants have been
convicted of sex offenses [N S

Program Admission Process

To be admitted into the Program, a federal prosecutor and an investigative
agency must submit to OEO an application, risk assessment, and a threat

* Throughout the report, the witness, family members, and other dependants and associates
will be referred to as Program participants. Danger areas are geographic areas that are deemed by
the USMS to be a high threat area for the participants. A safe relocation area would be an area
outside of the danger area.

5 The Department stated that none of these individuals, including the 38 individuals convicted
of sex offenses after termination from the Program, were admitted into the Program based on a sex
offense conviction.



assessment on behalf of the witness.® Additionally, any participant 18 years of age
or older undergoes a psychological evaluation performed by a*.
Thereafter, the USMS conducts a preliminary interview with the applicant an
informs OEO of the results, including a positive or negative recommendation for
admittance into the Program. The OEO Director, as the Attorney General’s

designee, has the final authority to decide whether an applicant should be admitted
into the Program and can override a USMS negative recommendation.

After OEO admits an applicant into the Program, USMS personnel obtain the
Program participant’s agreement to abide by Program rules through a Memorandum
of Understanding (MOU). USMS WITSEC Program personnel create a new identity
for Program participants and obtain new identity documentation.” Typically, the
USMS assists witnesses and their dependants with ﬁ

determined to be essential for their security and assimilation into
e community.

At the conclusion of orientation, Program participants travel to the
designhated safe relocation area and begin their new life. In these geographic areas,
USMS WITSEC Inspectors assist new witnesses in becomning self-sufficient.

Program assistance generally includes a monthly stipend for housing and living
expenses, as well as vocational training and other necessary education. Program
officials stated that the current Program policy recommends that WITSEC Program
persennel initiate removal of funding 18 months after a Program participant has
established a new identity or when a Program participant has achieved self-
sufficiency.

Sex Offenders Admitted into the USMS WITSEC Program

Prior to 2012, the Department did not know the number of sex offenders
admitted into the WITSEC Program, and we were unable to find any indication that
the Department had attempted to identify the total population of sex offenders
admitted into the Program.? According to officials, in 2012 OEO and the USMS
began working together to determine the total number of sex offenders admitted

¢ National security stakeholders, such as the FBI and DEA, are involved in the Program
admisslon process as sponsoring agencies, A sponsoring agency provides Program personnel with
Information on the witness, Including a threat assessment and a risk assessment. The threat
assassmant avaluates the threat to the witness for cooperating with the federal government. The risk
assassment reports on potentlal risks to the public caused by the witness’ enroliment In the Program.,

7 A witness's true identity refers to the name the witness had when he or she was admitted
Into the WITSEC Program. A witnass's new Identity refers to the name and Identifying Information
provided by the government that replaces the Individual's previous Identity.

8 The Department stated that, since 2004, therae has been no individual authorized for

relocation services who was [N -: th- time of Program

authorization.



into the Program, after the initiation of the 2011 OIG Audit of the WITSEC Program
during which known or suspected terrorists and sex offenders were both identified
as Program participants. However, in July 2013, approximately 2 years later, the
Department still could not definitively tell us the number of sex offenders admitted
to the Program. In order to determine the number of sex offenders admitted to the
Program, the Department had to first create and agree upon its definition of the
term “sex offender” for Program purposes. A USMS official stated that a meeting
was held in June 2013 to determine the WITSEC Program definition for "sex
offender.” The Department provided documentation dated July 16, 2013, which
noted the agreed upon definition as, “an individual who was authorized for

relocation and name change services, who, prior to authorization, was convicted of

Although the USMS and OEO agreed on a Program specific definition of sex

offender, determining which Program participants were*

Mpmved to be a challenge for the Department.
e foun

at the Department took several steps in its endeavor to identify the
total number of sex offender participants in the Program. In October 2012, the
USMS compared Program identity information (old names, new names, and any
aliases) for the approximately 54,000 names used by all Program participants over
the 8ge of 10 m After
completing the comparison, rogram personnel utilized the USMS’s National

Sex Offender Targeting Center, Sex Offender Investigations Branch {SOIB} to assist

. personne
-case basis to determine case

dispositions

As a result of the comparison in October 2012, as well as a manual review of
OEO and USMS case files, the Department, as of July 2014, identified S8 individuals
who, at some point in time, had been admitted into the WITSEC Program




m.“’ These 58 individuals fall into 3 categories -
participants who were convicted of a sex offense committed prior to, during, or

after Program participation. OEO and USMS officials stated in July 2013, and
reaffirmed in July 2014, that there were no longer any active Program participants
I - tc Progre.

Convicted of a Sex Offense Prior to Program Participation

Ten terminated Program participants who were convicted of sex offenses,
such as rape and sexual assault of children, prior to Program admission

19 we judgmentally selected for review 21 of the 47 sex offender files that had been Identified
by OEO and the USMS as of 2013, This judgmental sample was based on the July 2013 lists of
identifled sex offenders who had been admitted into the WITSEC Program and included: all 8 of the

files for individuals who had sex offense convictions at the time of thelr admittance to the Program; all
8 of the files for individuals who were convicted of a sex o&nse#
hile in the Program; and 5 of the 31 files for individuals who were conv of a sex offense

W
m after being elther voluntarily or involuntarily terminated from the
rogram. Subsequent to our review, OEO provided the OIG with numerous updated lists of the sex

offenders it had Identified. The most recent list from July 2014, approximately 1 year after the audit
was Inltiated, includes a total of 58 Iindividuals. We did not perform a review of the additional files.
Please sea Appendix I for more information about the judgmental sample and WITSEC Program file
review.

11 an active Program particlpant is defined as a person who has been authorized into the
Program and has not been precluded from further financial or protective services through their
termination from the Program. Individuals can terminate from the Program voluntarily or may be
terminated for cause. A Program participant who wllifully commits an act In violation of their Program
agreement may be terminated for cause. Throughout this report, we refer to active Program
participants as Program participants and refer to Program participants who have left the Program as
“terminated” Program participants.

In addition to the 58 Individuals identified, a sex offender applicant who was In the process of
seaking admission into the Program as of January 2014 was denied admission to the Program by OEO.

2 One of the 10 Individuals was convicted of more than one sex offense prior to entering the
WITSEC Program.



+ Four of these 10 individuals received a waiver of sex offender
registration from the Department.’?

mby the Department in October
12, at which time two of these participants decided to voluntarily
terminate from the Program. The third individual had been terminated
from the Program prior to October 2012.

The fourth individual was identified as a sex offender in March 2013 as
a result of the manual review of OEQ's case files, and the participant’s
in April 2013. This Program

participant had been terminated from the Program in November 2003.

Following the Department’s in 2012 and
2013, three of these individuals

F and Department documentation from July 2013 noted that
the fourth in the [}

. However, according to Department
ocumentation received in May 2014, the fourth

According to the

epartment, OEO authorized disclosure of this terminated Program
participant’s identity to officials in the state of relocation and USMS
officials reported that

» One of these 10 terminated Program participants was admitted after
the passag

e of the Wetterling and Adam Walsh Acts but was not
believed to # the
time of Program authorization. However, nearly 2 years after this

individual was removed from the Program,

e Department stated that it notified this individua
and that he subsequently moved to an area

13 The WITSEC statute and the Sex Offender Registration and Notification Act (SORNA)
guidelines allow for the walver of sex offender registration requirements in the interest of a protected
witness’s safety. However, both the WITSEC statute and SORNA guldelines state that the risks posed
to the relocation communities by these protected individuals must be consldered by the Attomey
General or his or her designee, 18 U.S.C. § 3521(b)(1)(H) (2011) and 18 U.5.C. § 3521. The walvers
reviewed by OIG auditors in the course of this audit were executed by the Atterney General’s designee
at the time.

In November 2014, the Department stated that it should be noted that 4 of these 10
indlviduals were convicted of offenses prior to there being any legal requirement to register
(admissions were In 1961, 1967, 1968, and 1975) and prior to the passage of federal law that granted
the Attorney General the authority to waive registration. In another instancs, there was na legal
requirement te register at the time of the offense or at the time of Program authorization. As of

October 2014, Department officials advised us that all 58 identified individuals had baen lnformed.
N == 2rpropriate.
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» The remaining five terminated Program participants were authorized
into the Program prior to the passage of sex offender registration
legislation. All of these individuals were removed from the Program
prior to or within the same year as the passage of the Wetterling Act in
1994, the statute that established guidelines for states to track sex
offenders. ™

. At that time, one individual had been informe
, but the Department was unable to veri
Department officials informed us that this individual had been
ﬁ, in late October 2014. For the remaining two individuals, one moved to an

area where and the other is incarcerated.

Convicted of a Sex Offense During Program Participation

Ten terminated Program participants had no”
qat the time of their admission into the Program, but were convicted of a
s P e 1]

ex offense while in the Program.?®

« The Department stated that all 10 of these Program participants were

terminated from the Program as a result of being arrested or convicted
of 2 sex offense [

+» Of these 10 sex offenders, 1 is deceased and 3 are incarcerated. The
Department states that it has confirmed —for
the other six individuals.

Convicted of a Sex Offense After Program Participation
Thirty-eight Program participants had nom
I -t the time of their admission into the Program or during their time in the

* We found no documentation to support that, prior to 2012, the Department ravisited the
Issue of for four of these five Individuals after the passage of the Waetterling Act in 1994
or after the weare made retroactive by 28 C.F.R. Part 72 in February 2007.

15 we note that one of the Individuals from the list of identified sex offenders with a sex
offense conviction qpmr to admission into the Program also qualifies for the list
of individuals who were convicted of a sex offense mwhlle Iin the Program. This
individual was a juvenile when he was authorized into the gram Inr 1995, Howeaver, he was
terminated from the Pregram In April 2001 based on the serious nature of the sex offense he was
charged with while in the Pregram in addition to a prior incldent of the same nature. This sex offender

was then reinstated Into the Program In November 2002,
, & new identity, and was relocated in order to be reunited w s er who had recently

!een released from prison and authorized into the WITSEC Program. While therem
m, there was no Indication In the EC
rogram file that law enforcement notification was mada in any of the subsequent relocation areas.




Program, but were convicted of a sex offense || NN "

termination from the Program.®

e The Department stated that it has confirmed F
for 23 of these 38 Program participants. According to the Department,
14 individuals are currently deceased, incarcerated, or have been
deported.

2014, for the remaining individual had not yet been

confirmed. In October 2014, Department officials informed us that
this individual had been NN

Current Status of Sex Offenders

. Accordini to documentation obtained from the Department in July

2014, documentation from the Department indicatedF
for all but 2 of the 58 identified individuals had been confirmed
.Y However, in October 2014

. However, in July 2014 USMS officials
should not be used as a tool to veri
because it does not include all of the #
that is made available to law enforcement

16 1t should be noted that almost half of these 38 Individuals entered the Program as minors
{under the age of 18) and more than 10 of them also left the Program as minors. Additionally, while
37 of these 38 Individuals have been terminated from the WITSEC Program, one is in the Program as
a prisoner witness sarving a life sentence,

17 Prior to July 2014, the Department noted that the in the state of
conviction Hfor one Individual for whom ad previously not been confirmed. As
of May 2014, the Department's information indicate a s Individual

and that OE0 had authorized disclosure :

praviously r this Individua
Deiartment officlals irov ed documentation that this individual

One of the two Individuals for whom

indicated to WITSEC Program personnel
which is based on a

age o whom he [ater married and divorced. of October 2014, the Department confirmed that

this indivicual [
¢ R Al T S ]



personnel .}? Given the discrepancy between public and
law enforcement , we recommend that the
admitted into the Program

of all identified terminated

in the F
section of this report, we believe that any future sex offenders admitted into the
Program who arem“d who are terminated from the Program
should be required to abide by the above mentioned criteria.

In addition to the 58 individuals already identified by the Department, there
were at least 15 convicted sex offenders in federal custody, as of May 2014, who
were in the BOP WITSEC Program, 4 of whom are anticipated to be released by
September 2018. Upon release from prison, BOP WITSEC Program participants are
eligible for sponsorship into the WITSEC Program and may receive name change
and relocation services if accepted into the Program. USMS officials stated that
participation in the BOP WITSEC Program does not automatically grant individuals
access into the USMS WITSEC Program. However, these individuals may be
sponsored into the Program and receive relocation and name change services upon
release from prison, which increases the likelihood that WITSEC Program officials

will be confronted with the issue of whether or not to admit a sex offender into the
Program and, if so, how to handle and monitor such a participant.?*

The Department informed us that, as of April 2014, OEO and the USMS have
completed an initial screening of every WITSEC Pragram case file and files flagged
as having
review of

a possible link to a sexual offense have been referred for additional

m. Yet, as of May 2014, an OEOQ
official stated that he was unable to readily provide us with the number of Program
participants who were in good standing and convicted of at least one sex-related
oﬁense#.u In August 2014, the USMS
informed us that at [east four Program participants in good standing received a new
name and had a sex offense m
B /- belicve that individuals convicted of sex-related offenses i}

21 As discussed below, this highlighted the need for a finalized OEQ protocol that addresses
the eligibllity of such parsons to the WITSEC Program.

2 1n good standing Program participants include those who are funded as well as participants
who are considered financially self-sufficient but still provided with security assistance.



F pose risks that the Department needs to take into account
and address.

The list of that is maintained

articipants as having been convicted of a sex offense

are tracked once they are removed from the list. We believe that identifying and
maintaining a current list of all current Program participants who have been
convicted of a sex-related crime would allow the Department to keep better track of
Program participants with a sex-related criminal history and put the Department in
a better position to determine a participant’s #at any given
time m We further believe that maintaining current up-to-date
records for these individuals would allow the Department to evaluate the risks these

individuals pose to the public, thereby enabling it to ensure the appropriate
handling and monitoring of these Program participants.

We believe that the Department has made significant efforts since 2012 to
identify all sex offenders admitted into the Program through*
he case file review. However, by limiting their identification to only those
individuals who m, OEO and the USMS have not
ensured that they have identified all individuals who may pose a risk and were

admitted into the Program. In order to ensure that all individuals are appropriately
identified and handled in the USMS WITSEC Program, we recommend that OEO and
the USMS identify all individuals currently active in the Program who have been
convicted of a sex-related crime in order to be in a position to properly mitigate the
risks associated with these individuals.

Handling of Sex Offenders in the Program

Although there were no active Program *
as of July 2014, we have significant concerns related to the
Department’s handling of the identified sex offenders that were formerly in the
Program. In particular, we are concerned about the Department’s granting of
waivers of sex offender registration, where the Department relocated these
individuals while in the Program, how employment of sex offenders was handled,

and the failure to notify law enforcement about a sex offender’s relocation to their
community.

Waiver of Sex Offender Registration

As noted above, the Department thus far has identified 10 individuals who
were convicted sex offenders at the time of their admission into the Program. Each
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of these individuals was convicted of a sex offense, such as rape of a child or sexual
assault. Four of these 10 individuals received sex offender registration waivers
from OEQ at the time of their admissiozg to the Program,

The WITSEC statute provides that the Attorney General may, by regulation:

...protect the confidentiality of the identity and location of
persons subject to registration requirements as convicted
offenders under Federal or State law, including
prescribing aiternative procedures to those otherwise
provided by Federal or State law for registration and
tracking of such persons.?*

We reviewed federal sex offender registration laws and regulations, including
the Wetterling Act (1994), Megan’s Law (1996), the Adam Walsh Act (2006), and
the Sex Offender Registration and Notification Act {(SORNA} Guidelines published by
the DOJ in July 2008. The Wetterling Act, Megan’s Law, and the Adam Walsh Act
address federal sex offender registration requirements and the public dissemination
of state sex offender registries’ information. The SORNA Guidelines were issued by
the Department to interpret and implement Title I of the Adam Walsh Act, more
commonly known as SORNA. We found that the SORNA Guidelines encourage
jurisdictions to make provisions in their laws and procedures to accommodate
consideration of the security of protected individuals and to henor requests from
the USMS and other agencies responsible for witness protection in order to ensure
that the witness’s security is not compromised.

While both the WITSEC statute and the SORNA Guidelines provide for the
exclusion of protected witnesses from registration requirements, the WITSEC
statute further states that the “Attomey General shall also make a written
assessment in each case of the seriousness of the investigation or case in which the
person’s [assistancel has been or will be provided and the possible risk of danger to
other persons and property” in the relocation community and ... determine whether
the need for that person’s testimony outweighs the risk of danger to the public.”*

23 Ancther 5 of these 10 Individuals were not Iegallymat the time of
Program authorization and entered the Program prior to the passage o eral law that granted the
Attorney General the authority to waive registration. The remaining Individual was authorized Into the

Program after the passage of the Wetterling Act but the state of conviction did not Inform the
Department of this indlvidual's muntil July 2013, over a year after the individual
was terminated from the Program. 0 ar Department officials advised us that all 58
identified Individuals had been informed of*and . =
apprapriate.

2 18 U.S.C. § 3521(b)(1)(H) (2006). The provision in the WITSEC statute that provided the
Attorney General with the authority to waive sex offender registration did not take effect until
November 1997 when Congress passed Public Law 105-119. Therefore, 5 of the 10 individuals
identified by the Department as having been convicted of a sex offense, for which

prior to Program admission, were neot eliglble for 2 walver of sex offender reg on.

25 18 U.S.C. § 3521(c) (2006).



During our audit, we found that OEQ granted waivers of sex offender registration
for individuals upon admission to the Program and that these waivers, with one

e walver memoranaum

ﬂin the Program participant’s relocation area, and was focused solely
on the safety considerations of the Program participant.?® This language does not
incorporate the language from the WITSEC statute, which provides that, where
registration is determined not to be appropriate, alternative procedures may be
coordinated. We believe that a waiver of the registration requirement with no
alternative procedures in place to monitor these individuals does not strike a
balance between the safety of the witness and the risk to the public, but instead
elevates the security of the witness over the risk to the public. During the course
of this audit, in June 2014, we recommended that OEO finalize a protocol
containing criteria to assist current and future OEO officials in determining whether
or not to issue a waiver of registration and whether or not to notify law
enforcement of these individuals’ placements into relocation communities. In July
2014, we further recommended that the USMS finalize a protocol to ensure the
appropriate handling and monitoring of sex offenders admitted into the Program.
These recommendations were important as the implementation would provide a
more formalized and comprehensive analysis prior to authorization of these
individuals into the Program and provide for the comprehensive handling and
monitoring procedures once a sex offender is admitted into the Program. In late
July and September 2014, OEO and the USMS, respectively, finalized policies
addressing these recommendations.

As illustrated by Table 1 below, OEO originally granted waivers for 4 of 10

sex offenders admitted into the Program. After the initiation of the OIG's audit in
October 2011, m For the first saven
individuals listed in Table 1, we found only one Instance where there was

documentation showing that law enforcement was notified about the presence of
the individual in the relocation community. Although notification of the first
relocation was timely, notification of the individual’s second relocation was not
made until approximately 4 years after it occurred.?’

% The actual language found in half of OEO's walvers of sex offender registration was:

~_plaase arrangs for H

#. If they do not, pursuant to Title 18, United States Code, Section 3521(b){1)(H), I am
aereby walving the requirement....”

Z At the time of our testing, the Department had only informed us of eight individuals who
had been convicted of a sex offense prior to admission Into the Program. In July 2014, the
Department provided updated information reflecting that 1 individual had been removed from the list
and 3 individuals added, resulting In a total of 10 individuals listed In this group, We did not test the

WITSEC Program files for the additional three individuals identified on the July 2014 list and,
therefore, did not determine whether law enforcement was notified in these cases.
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Table 1

OEO Waiver of Sex Offender Registration
for Sex Offenders Admitted into the Program?®

PR ' ' Was not required to register at
‘May 1980; the time of Program admission;
reauthorized Into this individual’s admission and
Program following] ramoval from the Program
time served for 1576 - Rape o predated registration lagisiation N/A
conspiracy to. | by at least 9 years and
commitmail || | pradated the Attormey
fraud in May 1983 | General’s-authority to walve
i registration by at least 12
No discussion of registration at
the time of Program admission.
This individual was admittad
June 1993 1989 - No prior to tha Wetterling Act and N/A
Sodomy the Attorney General's
authority to waiva registration
by approximately 4 years.
1985 — Rape ' N/A ;
§eh |of a Child with -
July 2004 Force;
| sodomy M
[ - under 17%° | .
November 2001 199:;“ i?txual Yes N/A ]
June 2002° | 1988 - Lewd | N/A '
| or Lascivious: [—
Acts with Yes
Child Under
e e i - .1*.-. — d = sl Lo - el S
| October 1995; |
reinstated into 2001 - Yes ]
Brogram following. Criminal =

28 This table does not list Sex Offender (SO) 6 as OEO removed the individual from this group
in May 2014,

2 In addition to the Individuals listed in Table 1, the Department issued a registration walver
to one additicnal Program participant. However, the Department confirmed with state authorities in
2013 that this individual was notm. Therefore, while a waiver was
Issued, he was not Iincluded in any of the Department’s of identifled sex offenders throughout this
audit.

3 papartment Information indicates that this individual was also arrested in 1990 for
Sodomy, Solicitation, and Public Indecency - Indecent Exposure; but that the disposition of that armest
Is unknown.

13



a conviction for a Saxuzl

Conduct N/A |
1998 - Acting
In a Manner to OEO was not notified of this
March 2011 Injure a Child No sax offender’s registration N/A
under 17 and requirament unti] aimost
Sexual Abuse 2 years after his removal from
the Program.
This individual was admitted
1961 -~ Sexual approximately 19 years prior to
April 1978 Intercourse No Congress enacting legislation N/A
with a Female providing the Attorney General
under 16 with the authority to waive
registration.
This individual was admitted
approximately 18 years prior to
September 1979 1967 - Rape No Congress enacting legislation N/A
providing the Attomey General
with the authority to walve
registration.
This Individual was admitted
approximately 18 years prior to
July 1979 1968 - No Congress enacting legislation N/A
Sodomy providing the Attomey General
with tha authority to walve
registration.

: Office of Enforcement Operations.

As referenced above, in June 2014, we recommended that OEO finalize a
written protocol that contains criteria to assist current and future OEO officials in
determining whether or not to issue a waiver for requiring registration of sex
offender Program participants. Draft OEO protocols acknowledged the risk to the
public of such registration waivers and included criteria to be considered in deciding

whether or not to grant a waiver of the sex offender registration requirement for
individuals who were m prior to
admission into the Program. nalized a protocol in late July 4 which states
that, because of the risks to the public associated with waiving registration
requirements, there is a presumption against admitting sex oﬂ’enders_
m into the Program.® We believe the inclusion of
ecasion-making criteria in the protocol will be useful to current and future

OEO officials in determining whether or not to grant a waiver of sex offender
registration requirements.

31 This finalized protocol was later amended on September 5, 2014, and again on
November 5, 2014, Both of these revised OEO protocols have retained the language regarding criteria
to assist OEO officials in determining whether or not to issue a waiver for sex offender ragistration of
Program participants.
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Sex Offender Residence

As of July 2014, there was no specific Program policy requiring USMS
WITSEC Inspectors to take statutory residency prohibitions into consideration when
determining the appropriateness of a sex offender Program participant’s residence
within the relocation community. We believe this is concerning because relocating
a sex offender, especially a sex offender who targets a specific type of victim, to
certain areas may place the Program participant in close proximity to locations with
vulnerable individuals that should be avoided, such as playgrounds, day care
centers, and schools. In the course of our audit, we determined that the USMS did
not retain accurate address information for sex offender Program participants who,
but for their participation in the Program, would otherwise have been required to
register as sex offenders. Thus, we were unable to review case file documentation
to determine if the USMS had unknowingly or inappropriately relocated sex
offenders to high risk areas.

We believe that residence decisions for sex offender Program participants are
especially important when sex offender registration requirements are waived and
the individuais are provided with new identities with no notification of their sex
offense history to law enforcement in their area of relocation. We further believe
that without implementing law enforcement safequards or instituting preventive
measures to mitigate the risks, these types of circumstances provide a clear
opportunity for an individual to recidivate in a relocation community. We believe
these are unnecessary risks to the public that the Department must address. In
July 2014, we recommended that the USMS finalize a protocol that specifically
addresses appropriate restrictions on where sex offender Program participants can
reside, work, and go to school to help mitigate risks posed by these individuals in
the relocation community. We also recommended that the USMS document
Program participants’ compliance. In September 2014, the USMS finalized a
protocol that addresses the procedure for identifying and complying with
restrictions for sex offenders admitted into the WITSEC Program.

Sex Offender Employment

We have similar concerns about certain types of jobs, such as those working
with or in close proximity to vulnerable individuals such as children, which sex
offender Program participants should not hold based on the potential safety
concerns that these individuals pose. We view employment by sex offenders
admitted into the Program as a high-risk issue that necessitates greater oversight.
As of July 2014 there were no finalized Program policies specific to the monitoring
and approval of sex offender Program participant employment by USMS WITSEC
Program Inspectors, regardless of whether or not the USMS assisted the individual
in obtaining the employment.

In general, USMS WITSEC Program Inspectors are aware of the employment
obtained by active Program participants because employment and self-sufficiency
are linked to how long a Program participant continues to receive Program funding.
Moreover, USMS WITSEC Program personnel will, at times, assist the Program
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participant in obtaining gainful employment. It is common practice for Prog
participants to be

S 15 because the

While this is an important safeguard for all witnesses, some
occupations that place individuals in a position of trust within a community may not
require . Therefore, if a sex offender Program
participant is not is also granted a waiver of registration, there
are no safeguards in place to alert the public to the individual’s eriminal history.

We believe that employment of a sex offender Program participant, who
receives a new identity, requires USMS WITSEC Program personnel oversight,
especially when OEO walives sex offender registration and does not authorize law
enforcement notification. In the course of our audit, we did not identify any
instances where a sex offender was admitted into the Program and provided a new
identity, relocated, and granted a waiver of sex offender registration and then was
convicted of a new sex offense while in the WITSEC Program. Nonetheless, we
believe this situation provides the individual with an opportunity to recidivate, while
not being required to adhere to the legally mandated safeguards or preventative
measures.

Law Enforcement Notification

Another method of mitigating risk to the public is notifying law enforcement
of the sex offender Program participant’s relocation to the communi

aw enforcement notification provides
information only to the appropriate law enforcement officials. Law enforcement
notification generally includes verbal information on the sex offender’s relocation to
the area of jurisdiction, the offender’s previous criminal history, and coordination
with Program personnel on any investigation of a sex crime. As the Attorney
General’s delegate, the Director of OEO maintains the authority to authorize such
notification of Program information.

While WITSEC Program officials have expressed concemns over the potential
for corrupt law enforcement officials to breach a witness’s security as a result of law
enforcement notification, based on our review of an OEO memorandum from
November 1996, we learned that as early as the 1980°s OEO initiated a voluntary
policy of law enforcement notification for certain relocated witnesses, including
those with a history of sexual crimes. A 1996 memorandum acknowledges that
while notification of law enforcement increases the risk of danger to the witness, "...
the ever-increasing violent nature of many of the witnesses entering the Program ...
has forced [OEO] to significantly increase notification to law enforcement.” OEO
has authorized law enforcement notification on a case-by-case basis due to risks
these witnesses presented to the areas of relocation.
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According to USMS policy, Program personnel shall comply with OEQ’s
authorization to notify state and law enforcement agencies of the presence of any
Program participant convicted of crimes of violence, sexual offenses, and major
narcotics distribution. If this authorization is granted, USMS policy requires that
Program personnel meet with appropriate law enforcement officials and notify them
of the presence of a Program participant in their jurisdiction within 10 business
days of the Program participant obtaining permanent housing. Law enforcement
authorities are provided a verbal summary of the Program participant's criminal
history, the Program participant’s new name and address, and whether or not the
Program participant is on supervised release.*

In August 2007, OEO issued another memorandum in which it reviewed its
law enforcement notification policy. This memorandum was issued in response to
USMS concerns that the then-current process of notification was insufficient for
effective use by law enforcement agencies. The August 2007 memorandum more
clearly states that the USMS will execute law enforcement notification only when it
is expressly mandated in the OEO letter of authorization and only under certain
egregious circumstances.

During our Program file review, we found that OEQO had authorized law
enforcement notification for 2 of the 10 sex offenders who were admitted into the
Program.3® For one of these individuals, OEO authorized notification to the State
sex offender registration officials but the participant was removed from the Program
and relocated himself to a different area prior to notification. OIG auditors found
no evidence that notification to State sex offender registration officials was
completed prior to the individual’'s move. However, WITSEC Program officials

stated that notification was made with the State registry in the second location.
This individual eventually moved once more to an area_

For the second of these individuals, the notification authorization letter dated
in 2004 states that the notification was authorized based on a history of crimes of
violence, including the rape of a child with force. USMS officials informed the 0OIG
that notification was made to law enforcement in February 2005 in the relocation
area. However, we obtained from OEQ a 2007 memorandum in which OEQO waived
the notification of law enforcement based on the belief that notification "... would
pose an extreme detriment to the safety of the witness,” and the file indicated that
this individual subsequently moved with USMS permission in April 2008. We found
no documentation that law enforcement notification was executed in this new area
until September 2012 despite this individual being funded by the WITSEC Program
until 2012, In August 2012, the Director of OEO issued a memorandum authorizing
law enforcement notification of this individual’s presence in the community and law

32 Any additional information requested by law enforcement officials requires the approval of
USMS headquarters personnel.

3 The Department stated that only one of these two individuals was provided a waliver of sex

offender registration. The other individual was terminated from the Program prior to the Department
being notified that the individual had a requirement to register as a sex offender.
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enfercement notification was completed by USMS WITSEC Program personnel in
September 2012.

We believe that notifying law enforcement officials of the presence of a sex
offender in their community can mitigate the danger to the public while maintaining
the overall security of the sex offender Program participant. Since the USMS is not
required to monitor terminated Program participants, this provides law enforcement
with the opportunity to mitigate the risks presented by such sex offenders who
choose to relocate by sharing these individuals’ whereabouts with other law

enforcement agencies. We believe that in instances where security concerns
, law enforcement notification
EO

. We recommended in June 2014 that O
nalize a written protocol that contains guidance to assist current and future OEO
officials in determining whether or not to authorize law enforcement notification of
sex offender Program participants. OEO’s protocol, finalized in late July 2014,
discusses law enforcement notification as a possible mitigation measure.

OEO and USMS Protocols

During our audit, we determined that prior to 2013 OEO and the USMS did
not have formal protocols for the admission and vetting of sex offenders and for the
handling and monitoring of sex offenders admitted into the Program. The USMS
provided us with directives and standard operating procedures for the handling and
monitoring of sex offenders admitted into the Program which had been marked as
“under review” since 2007.** We were told that these procedures were superseded
by a USMS Program policy directive issued in July 2013.*® This directive stated, in
part, that it was USMS policy to:

"[P]rohibit a sex offender, _
from entering into the Witness Security Program ... {and]

will request termination of any Program participant who is
either arrested for a sex offense or who subsequently
becomes identified as a sex offender.”

However, this USMS Program policy prohibiting the admission of any sex
offender and requiring the termination of any Program participant that is arrested

3 A USMS WITSEC Program official Informed us that these policies and procedures were
considered effective at the time of dissemination to Program personnel. The date of dissemination
was unclear from the documents we were provided. Ona USMS WITSEC Program official Informed us
that even If a policy or procadura Is labeled “under review,” it is to be followaed by WITSEC Program
personnel, while ancther USMS officlal stated that USMS WITSEC Program personnel are not required
to follow policles labeled “under review.”

35 In January 2014, OIG auditors wers provided with an updated version of this policy that
contained non-substantive revislons. The revised policy ratained substantively similar language
prohibiting sex offenders from entering the WITSEC Program. This prohibition is
not present In the finalized varsion of the USMS WITSEC Program protocol that was finalized in
September 2014.
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for a sex offense was not aligned with OEO’s policy. We understand, through our

discussions with USMS personnel, that the USMS strongly believes that it is
impossibie# Program participant. However,
OEO, not the USMS, has the authority to admit individuals into and terminate

Program participants from the Program. Therefore, while a USMS preliminary
interview and recommendation is part of the application and WITSEC Program
admissions process, OEO may choose to admit a sex offender into the Program
despite the USMS'’s protocol to the contrary. Likewise, it is within OEQO’s discretion
to retain a sex offender in the Program despite the USMS's desires to remove a
Program participant who is convicted of a sex offense while in the Program. Given
their overlapping and interconnected responsibilities in connection with managing
the Program, we believe that OEQO and the USMS should have policies that are
consistent with one another in this area.

In June and July 2014, we recommended that OEC and the USMS revise their
policies to reflect consistent rules regarding admittance and termination decisions
involving sex offenders. In September 2014, the USMS finalized a comprehensive
protocol for the handling and monitoring of sex offenders admitted into the USMS
WITSEC Program. In October 2014, a USMS official notified us that this finalized
comprehensive protocol superseded the previous protocol prohibiting sex offenders
from entering the Program, therefore this inconsistency is no longer an issue.

While OEQ officials have stated that it would be rare for an individual
convicted of a sex offense to be admitted into the Program, they have also stated
that they will not prohibit an individual’s admittance to the Program solely based on
his or her status as a sex offender. We understand OEO’s position to be that each
case is unique and decisions must be made based on the specific circumstances
involved and weighed against the potential value of the Program participant’s
cooperation with the Department. However, a protocol on participant admission
decisions has important practical value. For example, in January 2014, the Director
of OEO informed the OIG that the then-draft OEO protocol had been used to make

an admittance decision regarding a prospective USMS Program participant—
#. After considering the admission materials
and criteria in the then-draft protocol, the individual *

by OEO. We believe this is demonstrative of how a protocol can be useful to OEQ
officials in deciding whether or not to admit or retain a sex offender-witness in the
Program.

In late July 2014, OEO provided the OIG with a finalized protocol, which
included criteria to consider when determining whether a sex offender-witness
should be admitted into the Program and whether a waiver of sex offender
registration should be issued to sex offender Program participants. We
recommended in October 2014 that OEQO complete specific guidelines for whether or

not to retain a Program participant who commits a sex offense ||| N NEGN
# while in the Program. OEQ’s updated finalized protocol from
November 2014 includes a section specifically related to Program participants who

are arrested for sex-related crimes.
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Additionally, even though an individual may not have a conviction for a sex-
related crime m, OEO should still consider additional
information, such as whether or not the individual was convicted of or pled to a
lesser offense that * For example, during our audit we
learned that there was one individual who, prior to admission to the Program, was

charged with Assault to Commit Rape. USMS personnel researched the disposition

of the charge and learned that this person pled to a lesser offense that does not
#. We believe that this information is important for
EO to consider in its decisions on admittance and mitigating measures, such as

whether or not to authorize law enforcement notification, as well as assist the
USMS in making decisions on the handling and monitoring of such individuals. We
believe including this consideration in a written, finalized OEO protocol for the
admission and vetting of sex offenders into the Program is important to ensure that
future WITSEC Program officials also take this important information into
consideration.

We recognize that both the WITSEC statute and the SORNA Guidelines allow
for waiver of registration requirements. However, these statutes also encourage
alternative arrangements, confirming that the intent is to provide for the safety of a
protected witness while retaining public safety. In late June 2014, we
recommended that OEO finalize written protocols that address any additional
criteria beyond the statutory criteria for Program eligibility specific to sex offenders
sponsored into the Program. We also recommended that these protocols address
the process of deciding whether to retain a Program participant who commits a sex
offense MWMIE in the Program. Furthermore, in July 2014 we
recommended that the finalize protocols to ensure the appropriate handling
and monitoring of sex offenders admitted into the USMS WITSEC Program. As
stated in earlier sections of this report, OEO and the USMS finalized protocols in
late July and September 2014, respectively. These protocols addressed these
concerns.

Tarminated progrom [IEETIIF ]

To protect a Program participant, a new identity is generally provided to the

individual when he or she enters the Program. If a Program participant has a
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vuinerable to criminal activity.

We spoke with USMS personnel regarding the current process used
to notify the USMS

. Regardless,
C Program personnei will continue to

In October 2014, a USMS official informed us that

I hot responsible for monitoning and protecting terminated Program participants
and this review creates additional work for the USMS WITSEC Program case
management team.




After being informed about the process of USMS
, we inquired further about
. In November . the nformed us that

' individuals have been admitted into the USMS WITSEC Program and
provided with a new legal name but have an “inactive” status.*® Of these

11!257 inactive Proiram iarticiiantsl there arem
While not all of these individuals may have a criminal history, this means that there

are at least ] terminated Program participants who were provided with new
identities who are no longer regularly monitored by Program personnel and

ieve this creates a loophole in the Program process,
eaving law enforcement agencies unnecessarily uninformed and unable to utilize all
available tools to perform their duties. For these reasons, we believe it is important

that OEO ensure that these Program participants'*. Although
the scope of our audit work focused on sex offenders in the Program, we believe
the serious nature of the issues surrounding “ of all Program
participants [l warranted an expansion of our audit scope to address

this issue.

2014, an OEO official explained that
cannot be unilaterally execute

In Janua

14
USMS WITSEC Program personnel because it is a disclosure of Program information

and, as such, requires the Director of OEQO’s authorization. This same official stated

that an unwritten policy for determining whether to authorize the
Program participant identity information was implemented in early 2012. He stated

that this unwritten procedure requires USMS WITSEC Program personnel to
recommend whemer#
in its request to OE r both voluntary and involuntary termination of
e participant from the Program. The OEO Director then decides_

40 The population of “inactive” Program participants includes individuals who are deceased,
have been deported, voluntarily terminated, or were involuntarily terminated.

The USMS Informed us that there are 7,167 Program particlipants who did not receive a new
name. According to the USMS, these 7,167 Program participants did not recelve a new name because
they: (1) were born after their parents’ authorization into the Program; (2) only participated as a
prisoner witness; (3) were authorized into the Program but had the authorization rescinded or
otherwise declded not to enter the Program; (4) participated in a short term pilot Program in which
new names were not provided; (5) were authorized into the Program prior to 1984 when Title 18
mandated name changes; (6) were authorized aftar October 20, 2014; or (7) were not given a new
name for other reasons, such as the Program participant was not in the Program long enough to
recelve a new name. As of November 2014, there were 401 active Program particlpants who have
been admitted into the Program and have received a new legal name from the USMS. Howevaer, 2 of
these 401 active Program particpants heve [N

because they are currently prisoner witnesses.

41 According to WITSEC Program poil
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m, with the presumption being to do
s0. is official rurther stated that two considerations are included in OEQ's final

decision: (1) the reason for the individual’s removal from the Program; and (2) the
Program participant’s prior criminal history. These factors are both considered
when assessing whether or not safety concerns exist both for the Program
participant and the general public. The official stated that if a Program participant

has a violent past, such as felony arrests and convictions, then OEQ would likel
authorize the Usis' .
Prior to late July 2014, there was no finalized WITSEC Program procedure for
m once a
articipant is terminate m the Program, including sex offenders whose

may have been waived. While we understand that the
helps to
ensure a protected witness’'s saftety, our concern relates to the process once a
Program participant is terminated from the Program because USMS WITSEC
Program personnel are not re

vired to monitor these Program participants. We
believe that without providingW
with complete information on these individuals, the risk exists that law enforcement

will not have to important information it needs to protect the public.

During our audit, we reviewed Program files and determined that at least one
of the identified

ad received a waiver of registration, and had been
years ago and only recently
herefare, this sex offender went

Instance may not indicate a systemic problem, an unwritten policy i lncreases the
likelihood that this situation will recur. We believe all of the sex offenders
and are terminated from the Program
when possible. In the alternative, we believe that

identified sex offen ers who were adm:tted into the

WITSEC Proiram had been terminated from the Program and have || N
In late June and early July 2014, we recommended that WITSEC Program
officials finalize a protocol regarding mem
I of terminated Program participants, including sex offender Program
participants. In late July 2014, a protocol was finalized. The finalized protocol
states that
2 The Department did not provide the dates of when the identity records for the identifiad
sex offenders wera m ; It only confirmed
We wera provided Information for when this indlvidual's rough the

Program file testing.
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H is a form of disclosure and thus can only be authorized by the Attorney
eneral or the Attorney General’s designee, currently the Director of OEOQ. The

circumstances and considering whether law enforcement or the public will be safer
with disclosure versus any increased threat to the formerly protected Program
participant. Specific factors listed for consideration include the terminated Program
participant’s criminal history, conduct while in the Program, and the level of any

threat this individual poses to the public. If the OEO Director decides
W, a formal disclosure memorandum will be
provided to rogram personnel

e believe this

nalize i
* will help mitigate the risk of these individuals to law enforcement and
to relocation communities.

Recommendations

We recommend that the Department:

1. Confirm that all sex offenders previously admitted into the Program

2. Ensure that OEO and the USMS identify all individuals currently active in
the Program who have been convicted of a sex-related crime in order to be
in a position to properly mitigate the risks associated with these individuals.
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STATEMENT ON INTERNAL CONTROLS

As required by the Government Auditing Standards, we tested, as
appropriate, internal controls significant within the context of our audit objectives.
A deficiency in an internal control exists when the design or operation of a control
does not allow management or employees, in the normal course of performing their
assigned functions, to prevent or detect in a timely manner: (1) impairments to
the effectiveness and efficiency of operations, (2) misstatements in financial or
performance information, or (3) violations of laws and regulations. Our evaluation
of the internal controls of the Office of Enforcement Operations (OEQO) and the U.S.
Marshals Service (USMS) was not made for the purpose of providing assurance on
their internal control structure as a whole. OEO and the USMS management are
responsible for the establishment and maintenance of internal controls.

As noted in the Findings and Recommendations section of this report, we
identified deficiencies in OEO and the USMS's internal controls that are significant
within the context of the audit objectives. Based upon the audit work performed,
we believe these identified deficiencies adversely affected OEQ’s ability to
effectively make Program admission and notification decisions, such as?

to waive sex offender registration or notify law enforcement, for sex offenders
sponsored into the Program. We found that, prior to July 2014, OEO lacked a
written, finalized protocol relating to sex offender Program participants. On
July 31, 2014, OEO finalized a protocol containing criteria for current and future
OEO officials to use to determine whether or not: (1) to admit a sex offender into
the Program; (2) to issue a waiver of sex offender registration; and (3) to notify
law enforcement of a sex offender’s relocation to a community. Additionally, we
believe that other deficiencies we identified affected the USMS's ability to effectively
handle and monitor sex offenders admitted into the Program. We found that the
USMS did not have a finalized protocol pertaining to the handling and monitoring of
sex offenders admitted into the Program until September 2014.

Because we are not expressing an opinion on OEO and the USMS's internal
control structure as a whole, this statement is intended solely for the information
and use of OEO and the USMS. This restriction is not intended to limit the
distribution of this report, which is a matter of public record. However, we are
limiting the distribution of this report because it contains sensitive information that
must be appropriately controlled.*

43 A redacted copy of this report with sensitive information removed will be made available
publicty.
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STATEMENT ON COMPLIANCE WITH LAWS AND REGULATIONS

As required by the Government Auditing Standards, we tested, as
appropriate given our audit scope and objectives, selected transactions, records,
procedures, and practices, to obtain reasonable assurance that the Office of
Enforcement Operations (OEQ) and the U.S. Marshals Services’' (USMS)
management complied with federal laws and regulations for which noncompliance,
in our judgment, could have a material effect on the results of our audit. OEQ and
the USMS’ management are responsible for ensuring compliance with federal laws
and regulations applicable to the Department of Justice. In planning our audit, we
identified the following laws and regulations that concerned the operations of the
auditee and that were significant within the context of the audit objectives:

18 U.S.C. § 3521 (2006).
42 U.S.C. § 14071, as amended (1994).
42 U.S.C. § 16901 (2006).

28 C.F.R. 0.111b (2001).

28 C.F.R. Part 72 (2007).

Our audit included examining, on a test basis, OEQ and the USMS’
compliance with the aforementioned laws and regulations, and whether non-
compliance could have a material effect on OEQ and the USMS’ operations. We did

so by interviewing auditee personnel, assessing internal control procedures,
reviewing case files, verifying , and examining procedural
practices for the admission, handling, and monitoring of sex offender-witnesses

admitted into the Program.

Nothing came to our attention that caused us to believe that OEO or the
USMS were not in compliance with the aforementioned laws and regulations.
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APPENDIX 1

AUDIT OBJECTIVES, SCOPE, AND METHODOLOGY

Objectives

The objectives of this audit were to evaluate the Department’s:
(1) admission and vetting of sex offenders into the WITSEC Program; (2) handling,
tracking, and monitoring of sex offenders who were admitted into the USMS
WITSEC Program; and (3) procedures for notifying states, local municipalities, and
other law enforcement agencies regarding the relocation of sex offenders.

Scope and Methodology

We conducted this performance audit in accordance with generally accepted
government auditing standards. Those standards require that we plan and perform
the audit to obtain sufficient, appropriate evidence to provide a reasonable basis for
our findings and conclusions based on our audit objectives. We believe that the
evidence obtained provides a reasonable basis for our findings and conclusions
based on our audit objectives.

To accomplish our objectives, we performed fieldwork related to this high risk
group at OEO, USMS Headquarters, and the USMS' Safe Site Orientation Center to
determine how OEO and USMS personnel balance the safety of the public with the
protection and security of the witness. Specifically, we:

s interviewed OEO and USMS personnel;

o performed a review of USMS and OEOQ draft and finalized policies and
procedures; and

o performed a review for 21 of the 47 USMS and OEQO WITSEC Program files
for which the witness or their family member had been identified by the
Department as * as a sex offender as of
July 2013.

In July 2013, the Department provided the OIG with three lists containin

the names of a total of 47 individuals it had identified asH
—sex offenders and who had been admitted into the Program. The first
ist contained information for eight individuals who the Department determined

were sex offenders at the time they were authorized into the Program. The second
list contained information for eight individuals who the Department identified as

having been convicted of a sex offense while in the Program, —
h. Finally, the third list contained information for 31 individuals
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who were identified by the Department as having been convicted of a sex offense
after being terminated from the Program,—.
We used these 3 lists to select a judgmental sample of 21 OEQO and USMS

WITSEC Program files of sex offender-witnesses for testing. These 21 files included
all 8 of the individuals who were sex offenders at the time of Program

authorization, all 8 individuals who were convicted of a sex oﬁense“
q while in the Program, and 5 of the 31 files for individuals who
were convicted of a sex offense after being either voluntarily or involuntaril
terminated from the Program, since 1993, #
B ¢ Our sampling design and methodology does not permit us to

project our results to the universe from which we selected our sample.

The above numbers were used at the time of the file review sample selection
in July 2013 and the onsite review of the selected files was completed by the end of
August 2013. However, in October 2013, after the completion of our file review,
the Department provided the OIG with some updated information, including the
addition of a terminated Program participant to the list of identified Program
participants who were convicted of a sex offense while in the
Program. We did not review the USMS and OEQ Program files for this newly
identified individual because this individual was listed as deceased. In May 2014
the Department provided updated lists of the identified sex offenders admitted into
the WITSEC Program. These updated lists contained 47 total individuals: 7
individuals who were convicted of sex offenses prior to admission into the Program
_, 9 individuals who were convicted of sex offenses

uring Program participation, and 31 individuals who were convicted of sex offenses

after termination from the Program. One individual was removed by the
Department from the list of individuals identified as having been convicted of a sex
offense irior to Program authorization —

Approximately 1 year after the initiation of this audit, in July 2014, the
Department provided another batch of updated lists, which contained a total of 58
individuals convicted of sex offenses : 10 individuals who
were convicted of sex offenses prior to admission into the Program, 10 individuals
who were convicted of sex offenses during Program participation, and 38 individuals
who were convicted of sex offenses after termination from the Program. The
WITSEC Program files for these additional 11 Program participants were not
reviewed because it was determined to be too late in the audit process to do so.
Furthermore, the three additional individuals identified as having been convicted of
sex offenses prior to admission into the Program all
had sex offense convictions from the 1960's, entered into the Program, and were
then terminated from the Program in the 1980's. Therefore, these individuals were
outside of the 20 year time period established for reviewing the files of individuals

44 One participant is currently incarcerated in state prison serving a life sentence. The
general notes related to this participant state that this individual will not be offered relocation upon
release. Therefore, the audit team did not test this file,
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identified as having been convicted of a sex offense after being either voluntarily or
involuntarily terminated from the Program.
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APPENDIX 2
DEPARTMENT OF JUSTICE RESPONSE

AW ENFORCEMENT-SENSFFVE—
U.S. Department of Justice

Criminal Division

Assiswans Anorney General Washington, D.C. 20530
January 29, 2015

MEMORANDUM

To: Jason R. Malmstrom

Acting Assistant Inspector General for Audit
U.S. Department of Justice

From: Paul M. OBrien @
Deputy Assistant Attorney General
Criminal Division

William Snelson L) wzeo ™. l_,\,ﬂ__

Associate Director for Operations
United States Marshals Service

Subject: Department of Justice’s Response to the Office of the Inspector General’s Draft
Audit Report entitled Audit of the Department of Justice's Handling of Sex
Offenders in the Federal Witness Security Program (January 2015)

Thank you for the opportunity to respond to the Office of the Inspector General's 2015
draft audit report entitled Audit of the Department of Justice's Handling of Sex Offenders in the
Federal Witness Security Program (OIG Audit Report), The Department appreciates the OIG's
role in periodically auditing the federal Witness Security Program (WitSec Program), and
believes that, through our combined efforts, the Program has undergone significant
improvements since the OIG first audited the Program in September 1993.

The OIG Audit Report contains two recommendations aimed at mitigating the safety risk
posed to the public by current and former WitSec Program participants who are sex offenders.
The Department concurs with both recommendations. As detailed below, we believe that we
have fully implemented those recommendations and respectfully request that they be closed.

1. The Department will Continue to Consider the Admission of Sex Offender
Propgram Applicants Only in Extraordinary Cases

For over forty years, the WitSec Program has enabied the Government to bring to justice
the most violent and dangerous criminals by providing critical protection for witnesses and their
families fearing for their safety. The WitSec Program has successfully protected over 18,000

“-EAW-ENFORCEMENT SENSITIVE—
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ticinants—inclding & ctim-wit = ine defendants and their
dependents—from intimidation and retribution. This vital and effective prosecution tool allows
the Government to protect witnesses whose assistance is necessary as part of criminal

investigations and whose testimony is critical to secure convictions in federal and state courts.

Prior to being admitted into the Program, all witnesses—including convicted sex
offenders—are subjected to an intensive vetting process. Witnesses are admitted into the
Program only if, and after, the sponsoring law enforcement agency, the sponsaring United States
Attomney and the United States Marshals Service (USMS) provide detailed information and
assessments to the Criminal Division’s Office of Enforcement Operations (OEO) to support its
determination that the witness and famity members are suitable for the Program and the need to
admit the witness and family members outweighs the risk to the public and the relocation
commnmity. See 18 U.S.C. § 3521(c). Of note, no witness ever has been admitted into the
WitSec Program and provided with relocation sexvices in connection with their conviction of a
sex offense. Rather, the limited number of convicted sex offenders have been admitted into the
Program and provided with relocation services as a result of them being a witness or related to a
witness of a serious offense or organized crime. See 18 U.S.C. § 3521(a)(1).

The Department agrees with the OIG Audit Report thet the admission of witnesses or
witnesses’ family members who were previously convicted of sex offenses into the relocation
postion of the WitSec Program raises significant public safety concerns. For this reason, it has
been the Department’s policy to provide relocation services to individuals convicted of sex
offenses only in extraordinary situations. In 2011, Department officials reaffirmed this position
and established a policy that there was a presumption that sex offenders would not be offered
relocation services. As discussed below, in the history of the WitSec Program, only ten
individuals—out of over 18,000 participants—were admitted into the Program and provided with
relocation services after having been convicted of a sex offense. Notably, no current Program
participant [N In addition, none of those individuals
is curreatly exempted by the Depertment [N

As a public safety measure, Congress and states sought to increase awareness among both
law enforcement and the general public by imposing registration requirements for sex offenders
in many cases of conviction. See 42 U.S.C. § 16901 ef seg. (Sex Offender Registration and
Notification Act (SORNA)). In passing the witness relocation and protection statute, however,
Cangress recognized that there could be circumstances in which protected witnesses would need
to be exempted from registration. For this reason, Congress provided the Department with the
authority to waive sex offender registration requirements for Program participants. See 18
U.S.C. § 3521(bX1)(H), (d)(3); 73 Fed. Reg. 38030, 38032 (July 2, 2008) (fina! guidelines to
interpret and implement SORNA include the Attorney General’s authority to waive the sex
offender registration requirement for certain Program participants); see also DOJ National
Guidelines for Sex Offender Registration and Notification (July 2008), Section IV(E).

Int the history of the Program, the Department has used this waiver provision
judiciously—waiving the sex offender registration requirement only four times. Notably, the last




waiver that the Department granted was in 2007. In the limited instances in which waivers were
granted, the Program Director at the time decided that issuing the waivers was necessary to
protect the witnesses or family members. Waivers were granted after a determination that the
witnesses provided significant information to law enforcement officials which wes cxitical in
securing convictions in important cases. In determining that the waivers were appropriate, the
Program Director concluded that the need for the witnesses’ testimony outweighed the risk of
danger to the public. As noted in the OIG Audit Report, in the history of the Program, no sex
offender who was admitted and granted a waiver of sex offender registration ever committed a
new sex offense while in the Program.

Wmdlfowoﬂhmwaim—'l‘hwmm!—
of the waiver recipients had already been terminated from the Program;
two other recipients decided to voluntarily terminate from the Program. The fourth waiver
recipient was identified as a sex offender in March 2013 from a manna! review of OEO files.
Mﬂmmﬁﬁmmmmmmmmm.mew-

Regarding the six other sex offenders who wesre admitted into the Program, the
Department admitted five of those individuals prior to the passage of sex offender registration
legisiation. All five of those individuals were removed from the Program prior to or within the
same year as the passage of the Wetterling Act in 1994—the statute that established guidelines
for states to track sex offenders. The final sex offender who was admitted into the Program wes
admitted after the passage of the Wetterling Act and the Adam Walsh Act. Atthe time of

.

As demonstrated by practice in accordance with policy, the Department believes that the
potential admission of a sex offender into the WitSec Program—and, in particular, the potential
waiver of a registration requirement for a convicted sex offender—mandates a high level of
scrutiny. The Department will continue to consider the admission of such applicants only in

In November 2014, OEO implemented protocols which formalized the presumption
against admitting sex offenders [ nto the Program, due to the risks

to the public of waiving the sex offender registration requirement. The protocols include
additional criteria to be considered in deciding whether to grant a waiver of the sex offender
registration requirement. The additional criteria increase the scrutiny placed on sex offender
applicants above and beyond the extensive vetting that always takes place prior to the admission
3
—IAW ENFORCEMENT SENSITIVE —
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of an applicant into the Program.
In addition, in the rare circumstance when the Program Director determines that a
convicted sex offender has overcome the

presumption against acceptance pratocols mandate heightened
scrutiny of that decision. According to the protocols, prior to making a final anthorizing
decision, the Program Director must consult with both the USMS Assistant Director for Witness
responsibilities for OEQO. Also, in the unlikely event that 4 convicted sex offender is admitted
into the Program, as described in the OIG Audit Report the USMS has implemented protocols for
the handling end monitoring of sex offender Program participants.

The OIG Audit Report notes that ancther ten individuals were convicted of sex offenses
while in the Program, The Program provides participants with no immumity, and those
The OIG Audit Report 2lso notes that there were thirty-eight individuals who were convicted of
sex offenses after they left the Program. The Department has confirmed

Significantly, the Department has made extensive afforts to mitigate public safety
ooneemsbydcve!op'ngpmeedm'esm.d

when they leave the program. At the time o
recommend to OEQ whether a participent’
B The OEO Director then determines whether to authorize

Through our engagement with the OIG during this audit, the Department believes that we
have fully implemented both of the OIG’s recommendations. First, the OIG advised that the
Department should ensure that all sex offenders previously admitted into the Prog
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Second, the OIG recommended that the Department ensure that OEO and the USMS
identify all individuals currently active in the Program who have been convicted of sex-related
mw,mgmﬂmof—mmpmhsldmﬁedaﬂm
individuals, i a review of all Program case files and SN
comparisons with After completing a hand-review of over
18,000 files, which resulted in the identification of sex offenders [N
of sex crimes

In closing, the Department believes that we have fully implemented the recommendations
in the OIG Audit Report and, accordingly, we respectfullly request that the recommendations be
closed. The Department agrees that the changes recommended by the OIG were necessary, will
cusure the WitSec Program’s continued vitality in protecting witnesses and their family
members, and will provide additional security to the public.
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APPENDIX 3

OFFICE OF THE INSPECTOR GENERAL ANALYSIS AND SUMMARY OF
ACTIONS NECESSARY TO CLOSE THE AUDIT REPORT

The Office of the Inspector General (OIG) provided a draft of this audit
report to the United States Marshals Service (USMS), the Office of
Enforcement Operations (OEQ) and the Office of the Deputy Attorney
General (ODAG). The Department’s response is incorporated in Appendix 2
of this report. The following provides the OIG analysis of the Department’s
response and summary of actions necessary to close the report.

Analysis of Response

In response to our audit report, the Department concurred with our
recommendations and discussed the actions it has implemented in response
to our findings. As a result, we consider the report to be resolved.

Although the Departrment agreed with our recommendations and
acknowledged that the changes recommended by the OIG were necessary,
its response incorporated a broader analysis rather than simply limiting the
discussion to our two recommendations. Therefore, we address the
Department’s discussion in the following paragraphs.

Throughout its response, the Department referred to sex offenders
that were admitted into the WITSEC program in a very broad sense.
However, the Department clearly defines a sex offender WITSEC Program
participant as "an individual who was authorized for relocation and name
change services, who, prior to authorization, was convicted of a sex offense

Therefore,
we applied the Department’s definition of a sex offender Program participant

throughout our report, including this analysis, and refer to this group of
individuals as m Howeverithere
may be individuals who were convicted of sex-relate cnmes“
# in the state of conviction or state of relocation who have been

admitted into the Program. As we state in our report, given the nature of

the WITSEC Program, we believe that individuals convicted of sex-related
crimes that* pose risks that the Department needs
to take into account and address.
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In addition, the Department stated in its response: “[als noted in the
OIG Audit Report, in the history of the Program, no sex offender who was
admitted and granted a waiver of sex offender registration ever committed a
new sex offense while in the Program.” However, this was not our
statement. It is not possible for us to conclude that a sex offender Program
participant, who was granted a waiver, never committed a new sex offense
while in the Program. Rather, our report states that we did not identify any
instances during the course of our audit where a sex offender Program
participant who received a waiver of sex offender registration was convicted
of a new sex offense while in the WITSEC Program. We believe that waivers
only provide the Program participants with protections, not the public,
because those individuals are not required to adhere to legally mandated
safeguards or preventative measures. As stated in our report, we believe
that the Department generally did not utilize safeguards to protect and
notify the public and law enforcement about the risk these individuals posed
during the time period

Since we began our initial review of the WITSEC Program in October
2011, which addressed known or suspected terrorist Program participants,
the Department has made a concerted effort to address issues that arise
during the course of our reviews and incorporate necessary changes in its
policies and procedures. For example, the Department’s response noted the
creation of a policy in 2011 that presupposes sex offenders would not be
offered relocation services. Likewise, in its response, the Department stated
that it || i October 2012 and one in
March 2013.

Since the initiation of this portion of the WITSEC audit in July 2013
related to sex offenders, the Department’s efforts to improve the
management and oversight of the Program have included finalizing a policy
addressing the presumption that sex offenders will not be offered relocation
services, finalizing policies and procedures for the handling and monitoring
of Program participants or who have
been convicted of sex-related offenses, and finalizing a policy requiring
Program officials to consider whether terminated Program participants’
identity information when
they leave the Program. These corrective actions have remedied
deficiencies that existed in the WITSEC Program when we began our audit,
and we commend the Department for making these important
improvements. The following discusses our analysis of the Department'’s
response to recommendations that we made in this report.

36



Recommendations:

1.

Confirm that all sex offenders previously admitted into the Program

Resolved. The Department concurred with our recommendation. The
Department further requested closure of this recommendation based
on their confirmation that (a) all sex offenders previously admitted into
the Program

recommendation can be closed when the Department provides
documentation supporting its stated actions.

Ensure that OEO and the USMS identify all individuals currently
active in the Program who have been convicted of a sex-related
crimae in order to be in a position to properly mitigate the risks
associated with these individuals.

Resolved, The Department concurred with our recommendation to
identify all individuals currently active in the Program who have been
convicted of sex-related crimes, regardless of registration
requirements and requested that this recommendation be closed based
on the actions it has taken to satisfy the recommendation. The

Department stated that it has identified all such individuals b
erforming computer comparisonsm
_ as well as a hand-review of over 18, es. 1he

epartment stated its file review identified four active Program
participants who were convicted of sex crimes that do not require
registration under the laws of the states in which they reside, work, or
attend school. The Department further stated that USMS WITSEC
Program personnel have taken steps to mitigate any public safety
concerns related to these individuals.

This recommendation can be closed when we obtain documentation
relating to the four individuals the Department referred to in its
response to this recommendation. In addition, please provide us with
documentation reflecting the steps taken by the Department to
mitigate any public safety concerns posed by these four individuals.
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REDACTED - FOR PUBLIC RELEASE

The Department of Justice Office of the Inspector General
(DO OIG) is a statutorily created independent entity
whose mission is to detect and deter waste, fraud,

abuse, and misconduct in the Department of lustice, and
to promote economy and efficiency in the Department’s
operations. Information may be reported to the DOJ
OIG's hotline at www.justice.gov/oig/hotline or

{800) 869-4499,

Office of the Inspector General
U.S. Department of Justice
www.justice.gov/oig
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